Purpose: To identify variables that influence compliance with information security policies of organizations and to identify how important these variables are. Design/methodology/approach: A systematic review of empirical studies described in extant literature is performed. This review found 29 studies meeting its inclusion criterion. The investigated variables in these studies and the effect size reported for them were extracted and analysed. Findings: In the 29 studies more than 60 variables have been studied in relation to security policy compliance and incompliance. Unfortunately, no clear winners can be found among the variables or the theories they are drawn from. Each of the variables only explain a small part of the variation in people's behaviour and when a variable has been investigated in multiple studies the findings often show a considerable variation.
Introduction
Information security is a concern in organizations today and there are numerous security related threats to information assets, both internal and external. A common and highly regarded security measure is to formulate and communicate an information security policy. The information security policy contains intentions, principles, rules and guidelines which the management wants the employees to adhere to. As succinctly put in (ISO/IEC, 2009) , the objective of the information security policy is "to provide management direction and support for information security". It should describe things like: the consequences of security policy violations, acceptable use of computer resources, responsibilities for information security and the training that employees of different types should have. The basic idea is that compliance with an adequate information security policy will increase the information security level of the organization. However, achieving information security policy compliance in organizations is far from trivial.
Decision makers within organizations need guidance on how to best achieve compliance with their information security policies and discourage actions of misuse. A number of studies have been conducted on the issue, and many of these offer a piece to the puzzle. The studies have investigated a considerable number of variables drawn from a number of prominent theories in the information systems field. D'Arcy and Herath (2011) has performed an unsystematic review of a handful studies coupled to one of these theories (deterrence theory). Padayachee (2012) recently produced a taxonomy over factors relevant for compliant information security behaviour based on an unsystematic review of a subset of the literature. However, no systematic review has been made of the results from studies of user compliance (or intentional incompliance) in general. This paper presents a systematic review of empirically supported research findings in order to answer the following questions: Which variables are important for security compliance? and How important are these variables? The review aims at covering all publicly available peer-reviewed studies on the topic.
 Manual searchers in other databases (e.g., IEEE Xplore) and with other search engines (e.g., Google Scholar) during March-May 2012.  Inspection of the reference lists of the included articles in order to identify additional articles of interest.
Electronic reference databases have a less comprehensive coverage of articles produced before widespread adaptation of computers and the internet. It is possible that this review's reliance on them have biased the search result towards recent articles. On the other hand, it is also likely that the inspection made of the articles' reference lists would identify essential but non-indexed studies on the topic. The authors believe that this combination of automated and manual searches produced a result which included all (or almost all) published articles that met the inclusion criteria of the review. Table 1 . Search phrases used in the publication databases.
# Phrase 1
(employee OR employees OR user OR users OR staff) AND ("security policy" OR "security rules" OR "security rule" OR "security guideline" OR "security guidelines") AND (compliance OR conformance OR conformity OR enforcement OR violation OR violations) 2 (employee OR employees OR user OR users OR staff) AND ("security behavior" OR "security behaviour" OR "security behavioural" OR "security behavioral") 3 (employee OR employees OR user OR users OR staff) AND ("enforcing information security" OR "compliance with information security" OR "compliant to information security" OR "adherence to information security" OR "adhere to information security")
Inclusion criterions
The inclusion criterion is designed to identify if a study can help to answer the research questions. To be included in this review a study should:
 Study the influence of one or more variables on the information security policy compliance of individuals in organizations.  Explain or explore the field using empirical data, e.g., data collected through surveys.  Be presented in a peer-reviewed publication (this includes doctoral theses).
A distinction is sometimes made between studies using positive response variables (e.g. adherence to guidelines) and negative response variables (e.g., computer misuse) (Chipperfield and Furnell, 2010; John D'Arcy and Tejaswini Herath, 2011) . Studies of both types are included in this review. This review also includes studies addressing concepts closely related to actual compliance or misuse, namely attitudes and intentions related to it. It should be noted, however, that articles describing studies on how to achieve secure behaviour within organizations are excluded unless the studies also include the concept of information security policy compliance. Secure behaviour among employees is in many cases a result of security policy compliance. However, being compliant or incompliant is not the same thing as being secure or insecure. This study is limited to the more well-defined concepts, i.e., compliance to a security policy or intentional incompliance (misuse). It should also be noted that studies where the population is home computer users are outside of this review's scope.
Study selection
First, the articles were screened based on their title, abstract and keywords. Each article was screened independently by three reviewers and marked as an article of potential interest or an article which almost certainly would not meet the inclusion criteria. Articles which were judged as potentially interesting by at least two reviewers were included. Articles marked as relevant by only one reviewer were discussed in group so that a unanimous decision could be made based on their title, abstract and keywords.
Second, the full text record of articles that remained after the first screening was screened independently by two reviewers. These two reviewers were randomly assigned to each paper. Additional articles that were found through the reference list of these articles were included in the review set of articles. As in the previous stage, there were articles that the reviewers had different opinions about including or excluding.. The differences in opinion were discussed in group before the final selection could be established.
In the resulting set of articles, there were some publications that used the same dataset and investigate the same constructs and relationships. When such duplicates were identified the most recent publication was used. Kitchenham (Barbara Kitchenham, 2004 ) distinguishes between five levels of evidence that a primary study can offer -from randomized controlled trials at level one to expert opinion based on theory or consensus at level five. In relation to these levels, this systematic review sought studies offering evidence on level one to four. In other words, studies which use expert opinion to produce their result were excluded.
Quality assessment
In a systematic review, the quality of the included studies is meaningful to assess (Higgins and Green, 2011; Barbara Kitchenham, 2004) . All studies in this review use questionnaire-based surveys to collect data and to produce their results. It was therefore deemed appropriate to assess their quality as survey research. Malhotra and Grover (1998) presents seventeen attributes for ideal survey research. The selected studies were assessed according to sixteen of these attributes (attribute #4 was discarded because it is irrelevant when individuals are surveyed). Fulfilment of the quality attributes was evaluated using the set of criteria provided for each of the attributes (Malhotra and Grover, 1998) . In order to avoid ambiguity in the interpretation of these criterions the reviewers in the present study detailed them further. The resulting evaluation sheet is presented in Appendix B.
No studies were excluded based on this assessment. However, the fulfilment of the quality criteria is used to assess the results sensitivity to quality differences and to make sense of the findings in general.
Data collection
Data was extracted to answer the research questions and to assess the quality of the selected studies. The following data was extracted:
 The sampling frame and sample size.  Fields corresponding to the sixteen attributes of ideal survey research drawn from (Malhotra and Grover, 1998) .  Studied variables that are believed to influence compliance (RQ1).  The definitions and measurement items for the extracted variables (RQ1).  Relationships between the studied variables (RQ2)  The effect size (often a regression coefficient) of each variable (RQ2)
To ensure that a consistent and correct interpretation was made, two reviewers extracted data from each paper independently. Deviations between the assessments made by these reviewers were discussed among all four reviewers in iterations until a common base for assessments was established. Data extracted to answer the research questions are presented in section 3 together with the aggregated quality assessments. More granular information on the quality assessment of each paper can be found in Appendix A.
Data synthesis and analysis
2.7.1. Research question 1 For RQ1 the synthesis was performed by tabulating data on studied variables extracted from each study. The extracted definitions were used to identify when the same variables had been studied. An overwhelming majority of the studies investigated the relationship between variables that are psychological constructs. The definitions and measurement items were used to identify when studies used different names but described the same construct. Decisions on each case were made by two reviewers in consensus.
Research question 2
RQ2 asks for quantitative answers. Since several variables were studied in more than one study the possibility to perform a meta-analysis was investigated. In a meta-analysis the results reported in the individual studies are combined using statistical methods to produce a single (more accurate) estimate of the relation in question (Higgins and Green, 2011) .
The effect sizes reported in the studies were in all cases but two (namely (Harrington, 1996; Workman and Gathegi, 2007) ) unstandardized regression coefficients that expressed the impact one construct had on the response variable. This reporting format is different from the reporting formats typically analysed in metaanalyses of clinical trials (e.g., in medicine). However, unstandardized regression coefficients is commonly used in meta-analysis of studies in the social sciences (Becker and M.-J. Wu, 2007) . The synthesis of regression coefficients requires two things. First, it requires that the constructs used as response variable and predictor variables share similar definitions and measurements scales in the synthesized studies (Becker and M.-J. Wu, 2007) . As described in section 2.7.1 a careful analysis was undertaken before studies' operationalizations of constructs were treated as the same variable. The second thing required is that the regression models of the synthesized studies should be similar enough to avoid the bias due to covariation among the coefficients (Becker and M.-J. Wu, 2007) . The importance of differences between regression models is, however, unclear. It is not believed to be an issue for small and simple models like those included in this review (Becker and M.-J. Wu, 2007) .
A meta-analysis was performed using a fixed-effects model (Higgins and Green, 2011) . In the fixed-effects model the effect (influence) of a variable is assumed to be identical in all populations. In the random-effects model it is assumed that the effect varies. While it is debated among statisticians whether fixed-effect or random-effects models are most accurate and useful (The Cochrane Collaboration, 2002) it was easy to choose in this systematic review since the data needed to use a random-effects model was not available. Regression coefficients of the primary studies were combined using the Weighted Least Squares method (Becker and M.-J. Wu, 2007) . Weighted Least Squares is relatively straightforward and adheres to the recommendation that studies should be weighted based on the information they provide (Higgins and Green, 2011) . The sample size was used as weight since the other option (variance) was not reported in the studies. Two cases that used other effect sizes than unstandardized regression coefficients were treated separately.
Results
The subsections below present the results of the review. Section 3.1 describes the results of the search process. Section 3.2 answers RQ1 by presenting constructs that have been investigated in relation to compliance. Section 3.3 answers RQ2 by describing the importance of the constructs.
Search results
The steps of the search process and their results are depicted in Figure 1 . The vast majority of articles reviewed were found in the reference databases Scopus, Inspec and Compendex. Manual searches only yielded six publications which were not already found in the databases; inspections of articles' reference lists yielded five publications. When the inclusion criteria was applied on the publications' metadata (abstract, title and keywords) each article was reviewed by three reviewers. After these reviews 100 publications of the 462 were judged as potentially relevant. Of these, 72 were either judged as relevant by two or more reviewers and 28 were judged relevant by a single reviewer and included after group discussions among the reviewers. Of the 362 publications excluded, 326 were judged as irrelevant by all reviewers whereas 36 marked as potentially relevant by a single reviewer were excluded after group discussions.
One hundred articles remained after applying the inclusion criteria on their metadata. In addition, six studies found through manual searches and five studies found through references of reviewed articles were included. The full text records of these 111 articles were retrieved and two reviewers were assigned randomly to each article. After the inclusion criteria had been applied, 29 studies were found. All of the 29 studies that were finally included belonged to the set of articles that did not require discussions within the group in the initial filtering based on metadata. In addition, consensus existed without discussions concerning the six studies found through manual searches and the five studies found through the references among the reviewers. This suggests reliable applications of the inclusion criteria throughout the process. Table 2 lists the 29 included publications and their type, sample size and quality score. Seventeen of the studies are published in journals, three are published in magazines, four are published in conference proceedings and five are published as a chapter in a book or PhD thesis. An additional four publications described studies meeting the inclusion criteria but that were superseded by one the 29 studies, i.e., publications dated more recently contained the same data and analysis. An issue in systematic reviews like this one is that of publication bias, i.e., the general tendency that significant and positive results get published more often than insignificant or negative results. A Funnel plot is often used to test for publication bias (Barbara Kitchenham, 2004) . In a Funnel plot the studies' treatment effects are depicted together with the sample size. In an unbiased sample, studies with large samples (i.e., small variance) are close to the mean effect size and studies with small samples (i.e., large variance) have more varying results. A skewed distribution would imply bias. Figure 2 depicts Funnel plots over sample size and effect size for the two variable relationships that were investigated in most number of studies (7 and 6 studies). It is difficult to assess if publication bias is present or not when the relationships studied overlap in this few cases. However, a clear outlier is present. This outlier (with a sample size of 917 and an effect size of 0.45) is . 
Predictor variables (RQ1)
All studies included in this review used variables that are constructs, i.e., a complex psychological concept. A total of 60 different psychological constructs were identified in the review process. These are drawn from number of established theories, including: General deterrence theory (Straub and Welke, 1998) , Protection motivation theory (Norman et al., 2005) , Technology Acceptance Model (Davis, 1985) , Theory of reasoned action (I. Ajzen and Fishbein, 1979) , Theory of planned behaviour (Icek Ajzen, 1991) and Kohlberg's theory of moral decision-making (Kohlberg, 1973) . Several combinations and smaller extensions of these theories are also used to predication models in the reviewed studies.
Researchers have investigated this topic using positive wordings (compliance) and in terms of negative wordings (misuse). A dominant theory used in these studies is that attitude is an antecedent of intention and that intention is as an antecedent of actual behaviour. This link is uncontroversial -it is an integral part of Ajzen's and Fishbein's Theory of reasoned action, Ajzen's Theory of planned behaviour and Venkatesh's and Davis's Technology acceptance model. Because of these links the reviewed studies commonly use constructs for attitude (i.e., attitude towards compliance and attitude towards misuse) and intention (i.e., intention to comply and intention to misuse). In fact, actual compliance as a distinct variable is only investigated in six of the studies and actual misuse is only studied in two.
A total of 61 variables are studied in relation to the six variables treated as response variables. Although the theoretical underpinnings of several studies are similar there is a great variation between the variables that are investigated -40 of the variables are only investigated in a single study. Except for the six response variables the most popular variables are:
 Normative belief (11 studies)  Self-efficacy (7 studies)  Perceived severity of sanctions (7 studies In Appendix A the variables that are psychological constructs are listed together with alternative names and examples of items used to measure them. In addition to these psychological constructs measured through questionnaires there are experimental interventions and objective measurements in the reviewed studies. In particular, Workman and Gathegi ( 2007) have varied training formats given to respondents and Harrington (1996) assessed codes of ethics in documents.
Variables' importance (RQ2)
In the following six subsections variables are studied in relation to the six response variables described: attitude towards compliance, intention to comply, actual compliance, attitude towards misuse, intention to misuse, and actual misuse. Between them, the studies cover 98 individual variable relationships involving these six response variables. In Table 3 through Table 8 the effect size of each study and the weighted mean of overlapping studies are given. They are sorted in descending order based on the absolute value of the effect size, i.e., based on how good they are at predicting the response variable.
Attitude towards compliance
Attitude towards compliance is included as a response variable in five studies. Threat appraisal has been found to be relatively good predictor (β=0.34) in two studies and response cost has been found to be a decent predictor (β=-0.20) in two. Twelve other constructs that have been studied have in a single study. Note that results concerning facilitating conditions and response efficacy suggest that high values on these predicts poor attitude towards compliance (contrary to the theory they origin from). Attitude towards compliance has been hypothesized and confirmed as predictor of intention to comply in seven of the included studies. The mean value also suggest that normative beliefs (i.e., what people think that others think) is a good predictor. However, the results on normative belief are inconsistent. The direction of the relationship found in (Li et al., 2010 ) is opposite to that of the other six studies. Perceived behavioural control and perceived justice of punishment has been investigated in one study and did in these demonstrate a comparably high effect sizes (0.43 and 0.42). On the other end of the scale perceived severity of sanctions (for incompliance) and perceived certainty of sanctions (for incompliance) have comparably small effects seen to the weighted mean. Response efficacy is the poorest predictor seen to the weighted mean. However, there is a considerable variation among the findings of the individual studies that tested response efficacy. Perceived costs of non-compliance and conservation have also been found to be poor predictors, but only in a single study. (Johnston and Warkentin, 2010) 0.64 (Seppo Pahnila et al., 2007) 0.54 (Ifinedo, 2012) 0.48 (Li et al., 2010) 0.34 (Bulgurcu et al., 2010a) 0.25 (Zhang et al., 2009) 0.45 (Bulgurcu et al., 2010a) 0.29 (Seppo Pahnila et al., 2007) 0.24 (Ifinedo, 2012) 0.19 (T. Herath and H.R. Rao, 2009) 0.16 (Zhang et al., 2009) 0.02 (Li et al., 2010) -0.09 Perceived severity of incident -0.24 (Ifinedo, 2012) -0.20 (Anthony Vance, 2010b) -0.27 Information security policy quality (Bulgurcu et al., 2010b) 
Perceived vulnerability
Weighted mean: 0.20 (Anthony Vance, 2010b) 0.27 (Ifinedo, 2012) 0.20 (Li et al., 2010) 0.14 Preconventional reasoning (Myyry et al., 2009) Seen to the result of the included studies the best predictor of actual compliance is intention to comply. The results for intention to comply are both consistent and strong in the two studies assessing the relationship. Two studies have also produced consistent results concerning the link between self-efficacy and actual compliance. All other variables have only been investigated in one study each. Perceived legitimacy, perceived value congruence and perceived information security climate are all promising predictors. Rewards (for being compliant), conservation, and sanction's certainty/severity appears to be poor predictors of actual compliance. 
Attitude towards misuse
Attitude towards misuse has only been studied by Dugo (2007) and Guo et al. (2011) . The two studies shared none of their hypothesized predictive variables with each other. The result of Dugo (2007) suggest that perceived severity of sanctions is a relatively good predictor while organizational commitment, perceived certainty of sanctions and security culture are weak predictors. The result of Guo et al. (2011) suggests that normative belief is a relatively good predictor while perceived cost of non-compliance (i.e., sanction and severity taken together) is a poor predictor. (Guo et al., 2011) 0.16 Attitude toward security policy (Guo et al., 2011) 0.12 Perceived identity match (Guo et al., 2011) -0.11 Organizational commitment (Dugo, 2007) 0.06 Perceived cost of non-compliance (Guo et al., 2011) -0.05 Perceived Certainty of Sanctions (Dugo, 2007) -0.02 Security culture (Dugo, 2007) 0.02
Intention to misuse
The included studies have produced effect sizes for 22 constructs in relation to intention to misuse. The psychological constructs which have been studied in terms of regression coefficients are included in Table 7 . Of these constructs, neutralization, attitude towards misuse, moral beliefs and normative belief has been found to be comparably good predictors of intention to misuse in more than one study. Comparable strong relationships have also been found to benefits (both intrinsic and overall) by Hu et al. (2011) . Also involvement has been found to be a good predictor by Lee et al. (2004) . Interestingly, Lee et al. find organizational commitment and attachment (which appear closely related to involvement) to be extremely poor prediction variables in the same study. Also the risk the employee exposes itself to in terms of sanctions (both informal and formal) is a poor predictor of intention to misuse when results are synthesised. Vance, 2010a) 0.33 Attitude towards misuse 0.39 (Guo et al., 2011) 0.47 (Dugo, 2007) 0 (Dugo, 2007) 0.47 (Guo et al., 2011) 0 In addition to the 22 psychological constructs two variables are assessed by Harrington (1996) , namely the documented and communicated codes of ethics. Harrington's study is not included in Table 7 (since it measured effect size differently), but the result can be summarized as: general codes of ethics have no effect, information specific codes of ethics have little effect and codes of ethics might interact with denial of responsibility to some extent.
Actual misuse
Actual misuse has only been studied in two of the studies included in this review. Lee et al. (2004) finds two relatively good prediction variables. These are in Table 8 . The other study is by Workman and Gathegi (2007) . This study investigated actual compliance through an experiment with two treatment groups. One treatment group received training focused on punishment for violations and the other received training focused on ethics. Workman and Gathegi investigated variables' interactions and reported effect size as mean values of the groups on a seven-point scale. When these are converted to beta-values from the R 2 -values reported, the tests yields the following effects are obtained for software misuse (β software ) and information misuse (β information ):
 Those with bad normative beliefs are less likely to misuse if they are given training focused on punishment (β software =0.86 and β information =0.84).  Those that have good normative belief are less likely to misuse if they are given training focused on ethics (β software =0.78 and β information =0.68).  Training focused on ethics have more influence than training focused on punishment on those who have high perceived behavioural control (β software =0.74 and β information =0.82).  Both those with good normative beliefs are less likely to misuse when normative beliefs discourage it (β software =0.71 and β information =0.79).
These effects are both strong and statistically significant. Some less distinct results were also found. For details, please see (Workman and Gathegi, 2007) .
Discussion
This discussion starts in section 4.1 by discussing the result under the assumption that the mean values of effect sizes reported in multiple studies or the effect size reported in a single study is a good indicator of the true effect size. In section 4.2 the deviations between the results of different studies are discussed along with some possible explanations for them. In section 4.3 some general observations concerning research methodology are described and directions for future research are suggested.
Predictors of compliance behaviour and incompliance behaviour
As described in section 3.2 a number of established and adapted theories have been tested. All prediction models used in the studies explain some of the variation between users attitude/intention/behaviour. However, the result does not point to any of the theories as clear winner when it comes to explaining if users will comply with policies or misuse information systems. An attempt to summarize the best and worst prediction variables for compliance and misuse is given in Table 9 . In this table, no distinction is made between attitude, intention and actual behaviour. In other words, the value in Table 9 can predict attitude, intention or actual behaviour.
Among the predictors of compliance (attitude, intention or actual behaviour) emotional values seems to dominate. For instance, intention to comply and beliefs (normative and moral) are good indicators while more objective variables like response efficacy and formal risks for incompliance seems to have little influence on users' compliance. The same trend holds also for misuse. The relatively complex construct neutralization is a good predictor along with attitude, moral beliefs, normative beliefs and perceived intrinsic benefits. The formal or informal risk the user takes, sanctions awarded for misuse (certainty/celerity) and computer monitoring are poor indicators of misuse. Deviations from this trend do exist. Security culture as assessed by Dugo (Dugo, 2007) and the attachment as assed by Lee et al. (S.M. Lee et al., 2004) are poor predictors. In addition, perceived severity of sanctions has been found as good predictor of attitude towards misuse. On the other hand, perceived severity of sanctions is a mediocre predictor of intention to misuse (β=-0.14). Chipperfield and Furnell (2010) divides styles of influencing peoples' behaviour into "push" and "pull". Push means reward and punishment while pull means involvement of others in the decision making process or establishment of a common vision. The "push" style is more commonly used in practice (Chipperfield and Furnell, 2010) . However, the results of this systematic review suggests that constructs for values, norms and emotional values seems to predict compliance and misuse better than systems for punishment, tangible rewards and constructs of appealing to cerebral functions. While exceptions exist, a reasonable interpretation of these results is that, in general, "pull" is a more effective strategy than "push". In other words, the results suggest that managers should try to influence the emotions of employees rather than persuade them with logical arguments and extrinsic incentives.
Variations in findings and the quality of studies
The majority (78 of 98) of the relationships that are studied are studied in one single study. This makes it difficult to assess if the effect size is applicable in general, i.e., in other sample frames. As discussed above there are several disparate findings and inconsistencies between the results of studies that explore the same relationship. These include: relationships that are opposite to the direction predicted in theory, studies reporting considerable differences in effect size for a variable and studies finding relationships going in opposite direction. Some illustrative examples of such results are:
 Perceived certainty of sanctions reported to decrease the intention to comply (β=-0.14)  Attitude towards compliance on intention to comply with effect size reported at as low as β=0.15 and as high as β=0.64.  Response efficacy reported to have both positive (β=0.27) and negative (β=-0.21) influence on intention to comply.
There are several possible explanations for the inconsistencies and disparate results. One possible explanation is that there, in spite of the careful analysis performed in this review, are important differences between the measurements scales used in different studies for the same construct. This is, however, only a reasonable explanation for differences in effect sizes report in the studies. Two other possible natural explanations for the divergent results are (Barbara Kitchenham, 2004) : 1) differences in the studies' quality and 2) differences among studies with respect to research method.
All studies included in this review are explanatory, i.e., research that aim at finding causal relationship between variables by testing if expectations concerning variables' relationships holds. All studies in this systematic review but the one of Workman and Gathegi (2007) used purely observational survey research. This effectively excludes study-type as a variable explaining their varying results. It is more difficult to say if study quality can explain the varying results since few studies included in this review overlap with each other with respect to the variable-relationships they measure. Figure 3 depicts study quality and effect size for the two variable relationships that were investigated in most number of studies (seven and six studies). A central tendency around the effect size reported in studies of high quality would suggest that the study's quality influences the results variance in the way one would expect. Figure 3 hints that a trend of this type do exists. In other words, that lower quality influences the accuracy of the result. Overall, the 29 studies meet the quality criterions drawn from (Malhotra and Grover, 1998) reasonably well. Few studies have formally confirmed their measurement instruments before data collection. However, such practices are also uncommon in survey research in general (compare to the assessment made in (Malhotra and Grover, 1998) for example) and the included studies score good overall on the criterions related to measurement instruments. On average, 5.5 of the seven "Measurement error" items is successfully met. The major quality issue concerns sampling methods used in the studies. Only 6 of 29 studies use random sampling to select respondents or include the full sampling frame in the study and only 7 of 29 studies estimate the effect of non-response bias. Hence, biases due to sampling methods and the sampled respondents' decision to participate in the study are in many cases unknown but likely.
In addition to problems with sampling methods there are also considerable differences between the sample frames that different studies use. For example, some sample frames are Asian organisations and others are American, some are universities and others are large corporations in some industry. If extraneous variables are influenced by the sample frame this will influence the results of and lead to disparate findings. For instance, it may very well be that the extreme result of on normative beliefs can be explained by the leadership approach known as "management by perkele" which the sampling frame (Finish companies) is known for. Or it could be so that differences in moral commitment Quality score
Effect size
Normative beliefs => Intention to comply Attitude towards compliance => Intention to comply between the samples can explain their disparate findings coupled to deterrence theory, as hypothesised by D'Arcy and Herath (2011) . The authors of the present paper believe that differences in sampling frames and general quality issues associated with the studies (as indicated by the quality scores) are the two best explanations for the variation in the studies' findings.
Other methodical observations and directions for future research
Ten studies try to explain attitudes towards misuse and compliance, 24 studies explain intentions to misuse or comply and eight studies try to explain actual misuse and compliance. Thus, actual behaviour is less researched than attitudes and intentions. While there are clear links between attitudes and actual behaviour and intentions and actual behaviour they are not the same thing. For instance, Lee et al. (2004) find that the link between misuse intention and actual misuse is only β=0.29. Thus, intentions do not always manifest themselves in actions. In addition, all studies on actual compliance and actual misuse use self-reported measurements on these constructs, which might deviate from the actual case. The reliability-issues associated with self-reported compliance/misuse are discussed in some studies, but no formal assessment has been made of magnitude of these issues.
As suggested by D'Arcy and Herath (2011) it is likely that variables interplay with each other, i.e., that the effect of one variable depends on the value of another variables (like moral commitment). The majority of the included studies use factor analysis with Partial Least Squares to assess effect size. The homogeneity concerning analysis method made the meta-analysis comparably straightforward. However, Partial Least Squares analysis is not designed to assess interactions in its default mode and none of the studies using Partial Least Squares analysis investigated if there is interaction between variables. In other words, if the impact of V1 and V2 on R is studied, no analysis has been made to say if the effect of V1 on R depends on the value of V2. The only study specifically addressing interactions is the study of Workman and Gathegi ( 2007) , which investigated several interactions, e.g., between normative beliefs and the style of security training used.
The study of Workman and Gathegi (2007) is also recommendable because it is an experiment. In the experiment they control the security training method used and are therefore able to avoid several biases that threatens validity in a purely observational study, e.g., that organizations/individuals with certain moral standards prefer one type of security training method. A possible objection to the use of experiments is that not all variables can be controlled. While this certainly is true (moral commitment is difficult to control, for example) it could also be seen as an argument for not studying the variable in isolation. If the research result is supposed to help a decision maker to increase compliance or reduce misuse within the organization it will be of little help to offer a list of variables that are important, but difficult to control. In (Workman and Gathegi, 2007) the interplay between a variable that is controllable and variables that are less controllable (but measurable) is investigated. This information is of clearly of value to a decision maker.
To summarize, the quality of the included studies is good overall. However, there is also room for improvement with respect to methodology in the research. In particular, the sampling methodology could be improved, potential extraneous variables could be treated better and the interplay between variables needs to be further studied. The study of Workman and Gathegi (2007) could be considered a good example with respect to research methodology.
Conclusions
The 29 studies found and analysed in this systematic review have investigated the issues of compliance and misuse in relation to a number of theories. A total of 61 variables have been investigated in relation to peoples' attitudes, intentions or actual behaviour. Unfortunately, no clear winners can be found among the theories, prediction models and variables. While emotional ("soft") variables seems to be more important than cerebral ("hard") variables, each of the variables and models only explain a small part of the variation in people's behaviour. In addition, when a variable has been investigated in multiple studies, the findings show a considerable variation. Overall  26  13  22  24  21  18  20  24  17  3  11  6  18  6  23  26 
